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Theses Supervision: 

 

Supervised B.Sc. Theses: 

Security Analysis of Public Key Cryptosystems Based on Factorization Problem 

 

Some Supervised M.Sc. Theses: 

 Design and Cryptanalysis of Clock-Controlled Stream Ciphers        

Security Analysis of Threshold Blind Group Digital Signature 

Attacks on Smartcards from Leaking Information 

Cryptanalysis of Stream Ciphers and Analyzing a Specified Algorithm 

Security Analysis of Cell Phones (GSM), Theoretical Principle Collection 

Analysis of Stream Ciphers Based on Clock-Controlled Linear Feedback Shift Registers   

Maintaining Security in event of Key Exposure   

Secure Homomorphic Signature Schemes 

Secure Electronic Wallet 

Design and Security Analysis of a Computer Network with the Capability of Giving Offline 

Micro - Payment Service 

Comparison of Security Features of 2nd and 3rd Generation of Mobile Systems and Analysis of 

Authentication and Key Agreement (AKA) Protocol with BAN Logic 

Secure Electronic Wallet 

Cryptanalysis of Summation Keystream Sequence Generator using Parity Checks with Memory 

Power Analysis of DES and AES Block Ciphers Using Power Spectrum Density 

Design and improvement of an electronic voting protocol 

Improvement and Analysis of Anonymity Methods in Cryptographic Protocols 

Distinguish Attack Based on Linear Attacks against Stream Cipher Algorithms 

Verification and Analysis of Authentication Protocols 

Image Steganography Resistant Against Higher Order Statistical Attacks 

Cryptanalysis of a Stream Cipher with Large Variables Using Distinguishing Attack 

Modification one of the Boolean Function Generation Method 

Distinguishing Attacks on Stream Cipher 

Cryptanalysis of Stream Ciphers by Structural Attacks 

Cryptanalysis of Verifiable Mix-net 



Cryptanalysis of Stream Ciphers Using Statistical Properties of Boolean Functions 

Security Improvement of Key Management Protocols in Hierarchical Wireless Sensor Networks 

Analysis and Design of RFID Authentication Protocols 

Active Distinguishing attack on Stream Ciphers 

Security Evaluation of ID-Based Proxy Signature Schemes   

Biclique Cryptanalysis of Lightweight Block Ciphers 

Cryptanalysis of Lightweight Cryptographic Algorithms 

An Untraceable Authentication Protocol 

Shortcut Cryptanalysis of Lightweight Block Ciphers 

Analysis and Improvement of Id-Based Proxy Signatures 

Security Evaluation of Public key based Key Management in MANET 

Analysis and Improvement of Secret Handshake Protocols 

Biclique Cryptanalysis of Lightweight Block Ciphers 

Impossible Differential Cryptanalysis of Lightweight Block Ciphers 

Improving the Security of Searchable Encryption Schemes  

Design and Security Analysis of Broadcast Authentication Schemes 

Attribute Based Keyword Search in Cloud 

Improving the Security of Private Set Intersection 

Attribute-Based Secure Data Sharing in Smart Grid 

Design and Analysis of an E-voting System Based on Blockchain 

Analysis and improvement of cryptographic protocols in vehicular ad-hoc networks 

Supervised Ph.D. Theses: 

Improving attribute-based and searchable cryptographic scheme to provide the security of cloud 

computing and storage 

 

Keynote Talk: Cryptography: Education, Research, Trends and Organization in Iran and some 

other countries, 10th International ISC Conference on Information Security & Cryptology, 2013 
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