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Abstract

We analyze three new consumer electronic gadgets in ordgntge the privacy and security trends
in mass-market UbiComp devices. Our study of 8lasgbox Prouncovers a new information leak-
age vector for encrypted streaming multimedia. By expigitproperties of variable bitrate encoding
schemes, we show that a passive adversary can determinhiglitiprobability the movie that a user is
watching via her Slingbox, even when the Slingbox uses gticny. We experimentally evaluated our
method against a database of over 100 hours of network tfac2é distinct movies.

Despite an opportunity to provide significantly more looatprivacy than existing devices, like
RFIDs, we find that an attacker can trivially exploit tNe&ke+iPod Sport Kis design to track users; we
demonstrate this with a GoogleMaps-based distributedesllance system. We also uncover security
issues with the way Microsoffunesmanage their social relationships.

We show how these products’ designers could have significeaised the bar against some of our
attacks. We also use some of our attacks to motivate fundafreacurity and privacy challenges for
future UbiComp devices.

Keywords: Information leakage, variable bitrate (VBR) encoding,rgption, multimedia security, pri-
vacy, location privacy, mobile social applications, Ubigm
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1 Introduction

As technology continues to advance, computational devidkincreasingly permeate our everyday lives,
placing more and more wireless computers into our enviroiraad onto us. Many manufactures have
predicted that the increasing capabilities and decreasists of wireless radios will enable common elec-
tronics in future homes to be predominantly wireless, elating the clutter of wires common in today’s
homes. For example, TVs, cable boxes, speakers, and DVRrglapuld communicate without the prox-
imity restrictions of wires. The changing technologicaildacape will also lead to new computing devices,
such as personal health monitors, for us to wear on our peiE®Wwe move around our community. How-
ever, despite advances in these areas we have only just teegea the first examples of such technologies
enter the marketplace at a broad scale. While the Ubiqui@amputing (UbiComp) revolution will have
many positive aspects, we must be careful to not simultessig@ndanger users’ privacy or security.

By studying the Sling Media Slingbox Pro, the Nike+iPod SpGt, and the Microsoft Zune, we pro-
vide a checkpoint of current industrial trends regardirg phivacy and security of this new generation of
UbiComp devices. (The Slingbox Pro is a video relay systémNike+iPod Sport Kit is a wireless exercise
accessory for the iPod Nano; and the Zune is a portable wgeafedia player.) In some cases, such as our
techniques for inferring information about what movie arusewvatching from 10 minutes of a Slingbox
Pro’s encrypted transmissions, we present new directimnsdmputer security research. For some of our
other results, such as the Nike+iPod’s use of a globally usigersistent identifier, the key privacy issues
that we uncover are not new; but the ease with which we aretalol®unt our attacks is surprising. This is
particularly true because we show that it would have bedmieally possible for the Nike+iPod designers
to prevent our attacks.

In all cases, we use our results with these devices to pagiicd s2esearch challenges that future commer-
cial UbiComp devices should address in order to providesugeath strong levels of privacy and security.

On Our Choice of Devices.The Slingbox Pro, the Nike+iPod Sport Kit, and the Micros@ifine represent
a cross-section of the different classes of UbiComp dewicesmight encounter in the future: (1) devices
that permeate our environment and that stream or exchafa@enattion; (2) devices that users have on their
persons all the time; and (3) devices that promote socialactions. While there is no perfect division
between these different classes of devices (e.g., denegsisers have on themselves all the time may also
exchange content and promote social activity), there aimguenaspects to the challenges for each class
of devices; we therefore consider each in turn. Specificéllywe use the Slingbox Pro as a vehicle to
study the issues and challenges affecting next-generafi@hess multimedia environments, (2) we use the
Nike+iPod Sport Kit as the basis for assessing the issueslzlténges with devices that we have on our
persons all the time, and (3) we use the Zune as a footholdiimderstanding the issues and challenges with
devices promoting social activity.

Below we survey our results and challenges for each of themsasios in turn, deferring further details
to the body of this paper.

1.1 The Sling Media Slingbox Pro

The Slingbox Pro allows users to remotely view (sling) thateats of their TV over the Internet. The
makers of the Slingbox Pro are staged to introduce a new @gethe wireless SlingCatcher, which will
allow Slingbox users to sling video to other TVs located witthe same home, thereby making it one of
the first next-generation wireless video multimedia systéon the home [41]. Since the SlingCatcher will
not be commercially available until later this year, we ck®to study the privacy-preserving properties of
a Slingbox streaming encrypted movies to a nearby computr892.11 wireless.

We describe in the following sections a technique for mamtpa network connection, wired or wire-
less, and based on the rate at which data is being sent frordesiee to the other, predicting the content
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Figure 1: 5 second and 100 millisecond throughput for twoeseof Ocean’s Eleven played via the Slingbox
and captured via a wired connection. Notice the (visual)jlanity between the traces.

that is being transferred. Our method consists of two pdfist, we describe a procedure for collecting
throughput traces across wired and wireless connectioti€@mbining them into a single reference trace
per movie. These reference traces are collected into aaksdbr future query use. (Figure 1 shows the raw
5 second and 100 millisecond throughput data for two wiradds of Ocean’s Eleven.) Second, we describe
a simple Discrete Fourier Transform based matching alyorfor querying this database and predicting the
content being transmitted.

We test this algorithm on a dataset consisting of over 10@shwitnetwork throughput data. With only 10
minutes worth of monitoring data, we are able to predict \82Bb6 accuracy the movie that is being watched
(on average over all movies); this compares favorably vhighiéss than 4% accuracy that one would achieve
by random chance. With 40 minutes worth of monitoring data,ane able to predict the movie with 77%
accuracy. For certain movies we can do significantly betteri5 out of the 26 movies, given a 40 minute
trace we are able to predict the correct movie with over 98&ai@cy. Given the simplicity of our algorithm,
this indicates a significant amount of information leakagea-fact that is not immediately obvious to the
users, who likely trust the built in encryption in the deviogprotect privacy.

Any transmission method whose characteristics dependeondhtent that is being transmitted is sus-
ceptible to the kind of attack we have described. As the wortdyes towards more advanced multimedia
compression methods, and streaming media becomes uhiguitariable bitrate encoding is here to stay.
Preventing information leakage in variable bitrate streawthout a significant performance penalty is an
interesting challenge for both the signal processing aeds#turity communities. More broadly, a fun-
damental challenge that we must address is how to identifyerstand, and mitigate information leakage
channels in the full range of upcoming UbiComp devices.

1.2 The Nike+iPod Sport Kit

The Nike+iPod Sport Kit is a new wireless accessory for treiRano; see Figure 2. The kit consists of
two components — a wireless sensor that a user puts in ong ehbes and a receiver that she attaches to
her iPod Nano. When the user walks or runs, the sensor walglaansmits information to the receiver;



Figure 2: A Nike+iPod sensor in a Nike+ shoe and a Nike+iPod Figure 3: A gumstix-based
receiver connected to an iPod Nano. Nike+iPod surveillance device
with wireless Internet capabilities.

the receiver and iPod will then interpret that informatiard grovide interactive audio feedback to the
user about her workout. The Nike+iPod sensor does have aiff dmtton, but the online documentation
suggests that most users should leave their sensors in fh@sdion. Moreover, since the Nike+iPod online
documentation encourages users to “just drop the sensdeinNike+ shoes and forget about it [37],”
the Nike+iPod Sport Kit is a prime example of the types of desithat people might eventually find on
themselves all the time.

One well-known potential privacy risk with having wirelegsvices on ourselves all the time is: if the
devices useainique identifierasvhen they communicate, and if someone can intercept (ghif§e unique
identifiers from the communications, then that someone tiégiin potentially private information about a
user’s presence or location. This someone might use thatnirattion in ways that areot in a user’s best
interest; e.g., a stalker might use this information totdigy track one or many people, a company might
use this information for targeted advertising, and a coughinexamine this information when debating
a contentious case. Location and tracking issues such as #re broadly discussed in the context of
RFIDs [27], bluetooth devices [26, 46], and (to a lesserra@xt®02.11 wireless devices [15], and there is a
large body of UbiComp literature focused on privacy in lomataware systems [5, 11, 12, 19, 20, 25, 22,
30, 35]. Given this broad awareness of the potential tratiaissues with wireless devices, and given
media reports that the Nike+iPod Sport Kit used a propryetareless protocol [36] we set out to determine
whether the new Nike+iPod Sport Kit proprietary systemsieai the bar” against parties wishing to track
users’ locations.

We describe the technical process that we went through ierdaddiscover the Nike+iPod Sport Kit
protocol in Section 3. The key discovery we found is that nui aloes each Nike+iPod sensor have a
globally unique identifier, but we can cheaply and easilydethe transmissions from the Nike+iPod shoe
sensors from 10-20 meters away — an order of magnitude futtia® what one would expect from a
wireless device that only needs to communicate from a ushgde to the user’s iPod (typically strapped
around the user’s arm), and also significantly further thendonventional passive RFID. The Nike+iPod
sensor also broadcasts its unique identifier even when #neneo iPods nearby — the user must simply be
moving with a Nike+iPod sensor in her shoe. To illustratedlgse with which one could create a Nike+iPod
tracking system, we developed a network of Nike+iPod sillargie devices, including a $250 gumstix-
based node. The gumstix uses an 802.11 wireless Interneeciion to dynamically stream surveillance
data to our back-end server, which then displays the slameg data in a GoogleMaps application in real
time.

We then describe cryptographic mechanisms that, if impheett would have significantly improved



the Nike+iPod Sport Kit's resistance to our tracking atsa@beit with the potential drawback of additional
resource consumption (e.g., battery life and communinaticerhead). Our basic approach is to mask the
unique identifiers so that only the intended recipient camask them. Our solution, however, exploits
the fact that the Nike+iPod Sport Kit has a very simplisticncounications topology — at any given time
a Nike+iPod Sport Kit sensors only needs to be able to comratmiwith one receiver. The challenge
is therefore to lift our privacy-preserving mechanisms @trer mechanisms) to a broader context with
heterogeneous devices communicating imdmocmanner.

1.3 The Microsoft Zune

The Microsoft Zune is a portable digital media player wittedqourrently) unusual feature: built in 802.11
wireless capabilities. The intended goal is to let userglessly share pictures and songs with other nearby
Zunes — including Zunes belonging to total strangers. Asistie Zune is arguably the first major com-
mercial device with the design goal of helping catalggehocsocial interactions in a peer-to-peer wireless
environment. (Strictly speaking, we have not read the Zwsgth documents. Rather, we are inferring
this design goal from articles in the popular press and frameropublicly available information about the
Zune [33].)

Unfortunately, just as it is possible for spammers to sersblirited or inappropriate emails to users, it
is possible for an attacker to beam unsolicited content teaaty Zune. This unsolicited content may be
annoying, such as advertisements or propaganda, or majcach as images or songs that might make the
recipient feel uncomfortable or unsafe.

Given the Zune's goal of enablirgd hocinteractions, the Zune cannot fall back on traditional mech
anisms for preventing unsolicited content, such as buddy for instant messaging. Further, much of the
research on social interactions for ubiquitous deviceesticted to scenarios where users have a hierarchy
of social relationships (e.g., friends and non-friend],[2vhich is incompatible with the assumed Zune
design goals. Rather, in apparent anticipation of suchligited content, the Microsoft Zune allows users
to “block” a particular device — a malicious individual migbe able to get a user to accept an image or
song once, but the recipient should be able to block thermiifig device from ever sending the user other
content in the future. Unfortunately, we find that it is easlydn adversary to subvert this blocking mech-
anism, thereby allowing the adversary to repeatedly teit@ontent pushes to the victim until the victim
walks out of range or turns off the wireless in her Zune. Whikedescribe techniques that would address
the above scenario in the particular case of the Zune, thenaditsons we make underscore two challenges
for UbiComp devices designed to enalalé hocsocial interactions: (1) how to technically implement a
blocking procedure or proactively protect against un@elscontent, especially among a set of heteroge-
neous devices, and (2) how to balance the blocking mechanigth our desire to protect location privacy
and avoid certain uses of globally unique identifiers.

1.4 Organization and Remarks

We respectively discuss our analyses of the Slingbox Ped\tke+iPod Sport Kit, and the Microsoft Zune,
as well as the associated research challenges, in Secti8narid 4. We discuss related work in-line.

We stress that there is no evidence that Sling Media, Apgles,dr Microsoft intended for any of these
devices to be used in any malicious manner. Neither Slingidégpple, Nike, nor Microsoft endorsed this
study.



2 The Slingbox Pro: Information Leakage and Variable Bitrate Encoding

Although the future of home entertainment is somewhat fureEny companies have predicted the future
home to be a wireless one. Wireless devices tend to be easiestall (though not necessarily easier to
setup), provide the user with more flexibility, allow the @®s to interoperate with other technologies, and
reduce clutter from wires. While it is currently easier tmply plug these devices in once and forget about
them, future wireless technologies promise an ever inagrgasnount of bandwidth, range, and decreasing
manufacturing costs, making them more appealing and nmkely lio be included in future products. Con-
sider, for example, the buzz associated with the upcomiiiggShtcher and the Apple TV, the former is
expected to feature integrated wireless support; the letieently does. In addition to the drive for devices
to be connected together, wirelessly, in the home, theseateare often finding themselves networked
together and connected to the Internet.

Protecting our private information becomes increasingfffcdlt as we begin to continually use more
wireless devices. Devices in our homes could leak privdtenmation to wireless eavesdroppers or, when
using home devices over the Internet, wired eavesdroppdfs.have investigated one such new wire-
less/remote TV viewing application — the Slingbox Pro — frenprivacy standpoint. In doing so we
have uncovered a new information leakage vector for enedyptultimedia systems via variable bitrate
encoding.

2.1 Slingbox Pro Description

The Slingbox Pro is a networked video streaming device byisling Media, Inc. It is capable of streaming
video using its built in TV tuner or one of four inputs conregtto DVD players, cable TV, personal video
recorders, built in TV tuner, etc. and controlling theseidey using an IR emitter. The device itself has no
hard drive and cannot store media locally, relying on theneated devices to provide the video and audio
content. Paired with player software, called SlingPlatfez,user can watch video streamed by the Slingbox
Pro on their laptop, desktop, or PDA anywhere they haveretarccess. To accommodate limited network
connections when watching videos over a wireless netwoakvwar from home, the Slingbox Pro re-encodes
the video stream using a variable bitrate encoder, likelyptinozed version of Windows Media 9s VC-1
implementation [42]. The Slingbox Pro provides encryptionits data stream (regardless of any transport
encryption like WPA). To avoid any problems caused by lagemicnetwork interruption the SlingPlayer
will cache a buffer of several seconds worth of video. Beeaighis caching behavior and commonly used
packet sizes for TCP packets, the data packets from thel®nBro tend to always be large data packets
of similar size or small (seemingly control) packets.

Sling Media recently announced a new device, the wirelesgyShatcher, which users can attach to
their TVs. The SlingCatcher would allow users to wirelesstigam content from a Slingbox Pro to their
TVs, thereby taking us one step further to a wireless mutliméome. Since the SlingCatcher is not yet
commercially available, we choose to study the Slingboxifisolation.

2.2 Experimental Setup

We ask whether Slingbox’s use of encryption prevents anselmwpper from discovering what content is
being transmitted. This private information could be pt#dly sensitive if the content is illegal (e.g.,
pirated), embarrassing, or is otherwise associated wittessocial stigma. Toward answering this question,
we conducted the following experiments.

We streamed a total of 26 movies from a Slingbox Pro to laptapdesktop Windows XP computers
running the Slingmedia SlingPlayer. See Table 1. For eackiewee streamed the first hour of the movie
twice over a wired connection and twice over an 802.11G WBA-FKIP wireless connection. Each time



Index | Movie Index | Movie
A Bad Boys B Bad Boys Il
C Bourne Supremacyy D Break-Up
E Harry Potter 1 F Harry Potter 3
G Incredibles H Men in Black Il
I Ocean’s Eleven J Short Circuit
K X2 L X-Men
M Air Force One N Bourne Identity
@] Caddyshack P Clueless
Q Happy Gilmore R Jurassic Park
S Nightmare Before T Office Space
U Red October \Y Austin Powers 1
W | Austin Powers 2 X Bruce Almighty
Y Hurricane z Short Circuit 2

Table 1: Mapping from movie names to movie indices.

we used the Wireshark protocol analyzer [45] to capturefah® Slingbox encrypted packets to a file. We
split each of these traces into 100-millisecond segmenisalculate the data throughput for each segment.
We use these 100-millisecond throughput traces as the foasisir eavesdropping analysis. See Figure 1
for two examples of these 100-millisecond traces, as welvasexample 5-second throughput traces.

2.3 Throughput Analyses

Our eavesdropping algorithm consists of two parts. In thet fiart, we construct a database of reference
traces. Each movie was represented by exactly one refer@ueeobtained by combining all the throughput
traces corresponding to it. Each reference trace requie®eimately 600 kilobytes of storage per hour of
video. The second part of our algorithm uses this databaseference traces to match against a previously
unseen trace. In the following we describe each of these tages in detail.

Building a Database of Reference TracesiVhile it is possible to use our matching algorithm againdt-in
vidual raw traces, combining the raw traces for a movie imie @ference trace reduces the time complexity
of the matching process and increases the statistical tredmss of the matching procedure by eliminating
noise and network effects peculiar to a particular trace.

For each movie, all its traces were temporally aligned wabheother. This is needed because the trace
capturing process was started manually and the traces beutiffset in time by 0 to 20 seconds. The
alignment was done by looking at the maximum of the normdlizess correlation between smoothed
versions of the traces. The smoothing was performed usinijz&aGolay filtering of degree 2 and win-
dowsize 300. These filters perform smoothing while presgrhiigh frequency content better than standard
averaging filters [39]. The reference trace was obtaineds/byaging over the aligned raw signals.

Matching a Query Trace to the Database.Given a database of reference traces and a short throughput
trace, we are now faced with the task of finding the best magcheference trace. This is an instance of
the problem of subsequence matching in databases, whichdmswidely studied in both discrete and
continuous domains. Our algorithm is inspired by the workalbutsot al. [13].

The simplest approach to subsequence matching in timeseri@ calculate the Euclidean distance
between the query sequence and all contiguous subsequaibessame size in the database. Due to the
amount of noise present in these traces, this method dogeerfotm well in practice. Following Faloutsos
et al, instead of comparing raw throughput values, we first ekinacse tolerant features from the traces
and then compare subsequences based on these features.
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Figure 4: Database construction and query matching. Thelmawghput traces corresponding to a movie
are aligned and averaged to produce a single composite #aesdowed Fourier transform is performed
on the composite trace and the fifst 2 coefficients are kept. A database of movie signatures ideatsd

in this manner. A query trace is transformed similarly intsignature, and the minimum sliding window
distance between the movie signatures and the query srgnatoalculated. The movie with the minimum
distance is declared a match.

A number of feature extraction schemes have been proposéigdask in the literature, including the
Discrete Fourier Transform (DFT) and the Discrete Wavetan$form. We use the DFT in our experiments.
Each point in a throughput sequence was replaced by theg id§iT coefficients of window size centered
on that point. Thus each reference trace in the databaseeptsced by a sequence gfdimensional
Fourier coefficients. The low order Fourier coefficientstaapthe dominant low frequency behavior in each
window. We treat the higher frequency components as noidegamore them. The same transformation is
applied to the query trace. The resultifigdimensional query trace is compared with all subsequeotes
the same length in the database. The movie with the closeshing subsequence is declared a match.
Figure 4 illustrates the database construction and majgiriocess.

We note that exhaustive matching of all subsequences waildencomputationally feasible in a pro-
duction environment with thousands of references tracesthdtis based on approximate nearest neighbor
searching can be used to substantially accelerate the imgtplocess without a significant loss in accu-
racy [13].

Experiments. The above algorithm has two parameters: the giza#f the sliding window used to extract
the features and the number of Fourier featufextracted from each window. Both affect the recognition
performance of the algorithm. Small valueswofand f result in high noise sensitivity, and large values
result in over-smoothing of the data. The other factor tfifeicts recognition performance is the lendth
of the query trace. To choose a good parameter setting, wedtthe behavior of the algorithm described
above for varying values ab = [100, 300, 600],f = [1,2,4]. For each setting of the parameters, a random
query trace of length = 6000 was extracted from one of the raw throughput traces and c@dpesing the
matching algorithm described above. This procedure wasated 100 times for every parameter setting.
The highest accuracy was obtained for= 100 and f = 2, or a sliding window of 10 seconds with two
Fourier coefficients per window.



uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

Figure 5: Confusion matrices for: (a) 10 minute probes frathlwired and wireless traces; (b) 40 minute
probes from both wired and wireless traces; (c) 40 minutégsdrom wired traces; (d) 40 minute probes
from wireless traces. The color scale is on the right; blawkesponds to 1.0 and white corresponds to 0.0.

We now fixw = 100 and f = 2 parameters, vary= [6000, 12000, 18000, 24000] (10, 20, 30, and 40
minutes), and estimate the prediction accuracy of the dawpping algorithm. This is done by choosing
one throughput trace at a time, constructing the referersme tdatabase using the rest of the throughput
traces and then counting how many times random subsequigaoethe chosen trace result in an incorrect
prediction. The average number of incorrect matches oVéraaks is the leave one out error [18]. In our
experiment, 50 random subsequences were chosen from aaeh ometimes a good shortlist of possible
matches is also useful, where the list can be further trimmigid side information, for example, the cable
schedule for the area. To account for this possibility, mdy @lo we count the number of times we get the
best match right, we also count for varying values:of 1,...,5, when the algorithm correctly ranks the
movie amongst the top matches.

Table 2 reports the overall accuracy (1-error) of the atorj where the accuracy (true positive rate)
was computed over all 26 movies. (We define the true positite of a movieM as the rate at which a
random query trace for movi&/ is correctly identified as movi@/; we define the false positive rate of a
movie M as the rate at which a random query trace for a ma¥ie# M is incorrectly identified as movie
M.)

For 10- and 40-minute queries, the overall accuracy raesespectively 62% and 77%. Table 3 and
Figures 5 and 6 show that the accuracy rate for individualiesowan be significantly higher. From Table 3,
15 of our 26 movies hatt 98% true positive rates for 40-minute traces with= 1, and 22 of our 26 movies
had< 1% false positive rates for our 40-minute traces with- 1.

Figures 5 (a) and (b) show the confusion matrices for 10 anchi@te query traces with = 1. The
shade of the cell in row; column; denotes the rate at which th¢h movie is identified as thgth movie; the
cells on the diagonal correspond to correct identificatidbsntrasting Figures 5 (a) and (b) visually show
the increase in accuracy as the length of the query tracedses. Our wireless traces have a higher level
of noise as compared to our wired traces. Figures 5 (c) anthéd@fore show the confusion matrices for
when the query is restricted to (c) wired and (d) wirelessasa Note that a few movies were misidentified
as Caddyshack, as represented by the vertical band mdsevisiFigure 5 (c); this is likely due to the fact
that the bitrate for Caddyshack was fairly constant and trsgdemtified movies had significant noise (e.qg.,
the wireless traces for Austin Powers 1 had significant neibéch influenced the composite reference trace
and therefore the ability of the Austin Power query trace #&iah to the reference trace).

10



k=1k=2|k=3|k=4|k=5
10mins| 0.62 | 0.66 | 0.69 | 0.71 | 0.73
20mins| 0.71 | 0.75 | 0.78 | 0.80 | 0.82
30mins| 0.74 | 0.79 | 0.81 | 0.84 | 0.85
40 mins| 0.77 | 0.81 | 0.84 | 0.86 | 0.89

chancel 0.04 | 0.08 | 0.12 | 0.15 | 0.19

Table 2: Overall accuracy of the eavesdropping algorithhe rbws correspond to 10, 20, 30, and 40 minute
guery traces, and the columns report the success with winichalgjorithm correctly placed the movie in the
top £ matches. The bottom row correspond to the probability of &cimby random chance.

True positives False positives
n minute probes| n minute probes
Movie Index| n =10 n=40 | n=10 n =40
0.67 0.95 0.00 0.00
0.51 0.86 0.01 0.00
0.38 0.60 0.01 0.00
1.00 1.00 0.02 0.01
0.78 1.00 0.04 0.02
0.47 0.99 0.00 0.00
0.99 0.98 0.00 0.00
0.90 0.99 0.00 0.00
0.87 1.00 0.00 0.01
0.66 1.00 0.01 0.00
0.99 0.99 0.00 0.00
0.99 1.00 0.03 0.02
0.98 0.99 0.00 0.00
0.79 1.00 0.00 0.01
0.72 1.00 0.08 0.10
0.22 0.68 0.01 0.01
0.18 0.59 0.00 0.02
0.10 0.02 0.00 0.00
0.37 0.20 0.03 0.00
0.83 1.00 0.02 0.00
0.97 1.00 0.06 0.01
0.07 0.06 0.01 0.01
0.99 1.00 0.01 0.01
0.14 0.10 0.01 0.00
0.12 0.49 0.01 0.00
0.18 0.50 0.01 0.00

N|<|X| S| <|c|H| nBO|Blo|Z|Z|r| X|la|—| T|®| 1| m O 0| w| >

Table 3: True and false positive rates for 10 and 40 minutbgr@f both wired and wireless traces. The
true positive rate of a movi#/ is the rate at which an-minute query of that movie is correctly identified as
movie M. The false positive rate of a movi¥ is the rate at which an-minute query of some other movie
M' #+ M is incorrectly identified ad/.
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Figure 6: Accuracy per movie for 40 minute query Figure 7: Our Nike+iPod Receiver to USB
traces;k = 1 throughk = 5. adapter.

2.4 Limitations, Implications, and Challenges

While our experiments were conducted in a laboratory sgttimey do reflect some possible configurations
that one might encounter in a future home equipped with mangiess multimedia devices. The impli-
cations of our results are, therefore, that an adversarjoseqroximity to a users’ home might be able
to infer information about what videos a user is watchingisTddversary might be a nosy neighbor. Or
the adversary might be someone sitting outside in a vanjrigdk collect forensics evidence about those
viewing “illegal” (e.g., censored or pirated) content. Mover, a content producer (such as the creator of a
movie) could intentionally construct its movies to havesger, more distinctive fingerprints. This situation
would seem to violate the user’s perception of privacy withieir own home, especially given the Slingbox
Pro’s use of encryption.

More broadly, our Slingbox results provide further evidetigat encryption alone cannot fully conceal
the contents of encrypted data. Other results show thataménéer the origins of encrypted web traffic or
infer application protocol behaviors from encrypted d&th {43, 47]. Kelsey considers information leakage
through compression [29]. Concurrent with this work, Wiighal. show how variable bitrate encodings can
reveal the language spoken through an encrypted VoIP ctang48]. Protecting against such information
leakage vectors for all possible applications seems to bedafmental challenge. Indeed, it may be difficult
to simultaneously preserve desirable properties likell@ncy and low bandwidth consumption while also
allowing for applications with bursty or otherwise datgadedent communication properties. As a concrete
example, while it may be possible to significantly raise tle &gainst information leakage through the
Slingbox by having the Slingbox push data at a constant raikewa user is watching a movie, a passive
eavesdropper may still be able to learn when a user watchggesp@nd for how long. The challenge,
therefore, is to first determine the possible informaticakége vectors, understand their implications, and
develop technical means for mitigating them.

3 The Nike+iPod Sport Kit: Devices that Reveal Your Presence

The Nike+iPod Sport Kit foreshadows the types of applicagpecific UbiComp devices that we might
soon find ourselves wearing as part of our daily routine. éadddased on publicly available information
about the intended usage of the Nike+iPod Sport Kit, as veetiia own personal observations, we expect
that many Nike+iPod users will always leave their Nike+iRedsors turned on and in their shoes.
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We describe here the steps we took to discover the Nike+ilRmdgol; our goal was to assess whether
the Nike+iPod Sport Kit provides protection mechanismdregjan adversary who wishes to track users’
locations. Having uncovered no such protection mechanisvasthen describe our subsequent steps to
gauge how easy and cheap it might be for an adversary to ingplieour attacks. Finally we consider fixes
to the Nike+iPod protocol as well as some broader reseamltediges that our results raise.

3.1 Nike+iPod Description

The Nike+iPod Sport Kit allows runners and walkers to heaf tiene workout progress reports on their
iPod Nanos. A typical user would purchase an iPod Nano, afifla Sport Kit, and either a pair of Nike+
shoes or a special pouch to attach to non-Nike+ shoes. Thhkdists of a receiver and a sensor. Users
place the sensor in their left Nike+ shoe and attach thevec#b their iPod Nano as shown in Figure 2.
The sensor is a 3.5cm x 2.5cm x 0.75cm plastic encased dewidehe receiver is a 2.5cm x 2cm x 0.5cm
plastic encased device. When a person runs or walks therdegios to broadcasts sensor data via a radio
transmitter whether or not an iPod Nano is present. When éngop stops running or walking for ten
seconds, the sensor goes to sleep. When the iPod Nanwahkout modend the receiver’s radio receives
sensor data from the sensor, the receiver will relay (a fonatf) that data to the iPod Nano, which will
then give audio feedback (via the iPod headphones) to te®patbout his or her workout. As of September
2006, Apple has sold more than 450,000 of the $29 (USD) NkkediSport Kits [1].

3.2 Discovering the Nike+iPod Protocol

Initial Analysis. The first step was to learn how the Nike+iPod sensor commigsoaith the receiver.
According to the Nike+iPod documentation, a sensor andveceeed to bdinkedtogether before use; this
linking process involves user participation. Once linkibe, receiver will only report data from that specific
sensor, eliminating the readings from other nearby sen3dws receiver can also remember the last sensor
to which it was linked so that users do not need to performitiieng step every time they turn on their
iPods. The receiver can also later be linked to a differemé@e(for a replacement sensor or different user),
but under the standard user interface the receiver can erlipked to one sensor at any given time.

We observed, however, that a single sensor could be linkégdoeceivers simultaneously, meaning
that two people could use their iPod Nanos and the standa&minterface to read the data from a single
Nike+iPod sensor at the same time. Further investigativaaled that the sensor was a transmitter only,
meaning that it was incapable of knowing what iPod or receiveas associated with. This observation
provides the underlying foundation for our results sinceacretely shows that a Nike+iPod Sport Kit
does not enforce a strong, exclusive, one-to-one bindihgd®n a sensor and a receiver. Having made this
observation, we then commenced to uncover more detailg #idlike+iPod protocol.

The Hardware, Serial Communications, and Unique ldentifies. The Nike+iPod Sport Kit receiver
communicates with the iPod Nano through the standard iPodestor. Examining which pins are present
on the receiver’s connector and comparing those pins wilimethird-party pin documentation [24], we
determined that communication was most likely being dorex avserial connection.

Opening the white plastic case of the receiver reveals a oosmd board and the pin connections to the
iPod connector. There are ten pins in use; three of theseapeased in serial communication: ground,
iPod transmit, and iPod receive. We verified that digitabdats being sent across this serial connection
using an oscilloscope and soldered wires connecting thethetserial port of our computer. With the
receiver connected to the iPod we turned on the iPod andasbeiata sent in both directions over the
serial connection.

As noted above, before the receiver can be used with a newrséims sensor must bmked with the
receiver. This is initiated by the user through menus in Baaiinterface. The user is asked to walk around
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Exploiting Receiver Translating UID

e

Sensor ; . .
Computer Receilver Sensor iPod Computer Receiver
initialization > ini zation > initialization >

I'm a NiketiPod
Last#4H6355RSVSX

eceiver
erial is 5C62605VVSX ver
is 4HE355RSVSK
saw UID D853E12F  <--- UID D853E12F link w/ sensoxr ---> . [link w/ sensor ——->  link w/ sensor --->
saw UID D853E12F < UID D853E12F
saw UID D§53E12F  <--- UID D853E12F

% UID DB53E1ZF
-—- UID DE69EI2F
3 UID 2FE1661C
<--- UID DE6YELZF

UID 2FE1661C
——— UID DB53E12F

that was serial
4H6355RSVSX >

Figure 8: The figure on the left shows our approach for palgsivenitoring the serial communications
between an iPod and the Nike+iPod receiver; the commuanitatbetween the iPod and the receiver are
over a physical, serial connection, and the communicatiom the sensor to the receiver is via a radio. The
figure in the middle shows our approach for directly conimnglla Nike+iPod receiver from a computer; the
communication from the computer to the Nike+iPod receigs@vier a physical serial connection. The figure
on the right shows our approach for translating between sossnJID and the sensor’s serial number.

so that the sensor can be detected by the receiver. Whemkharticess is started, the iPod sends some data
to the receiver. Then, the receiver begins sending datatattic iPod until the new sensor is discovered
and linked by the receiver. Finally, the iPod sends some mai& back to the receiver.

After collecting and comparing several traces of the linkigaiss with several different sensors we no-
ticed that linking seemed to complete when the third occueeof a certain packet came from the receiver.
These packets’ payload started with the same four bytesevemthe next four bytes were different depend-
ing on which sensor we used. In all our experiments theseligtas appear to be consistent and unique
for a single sensor, and therefore we refer to these fourstagethe sensorgnique identifieror UID. As
further corroboration for the uniqueness of these UIDs, we fihat we can use the iPod Nano as an oracle
for translating between the UIDs and the Nike+iPod sensarial number as it appears on the back of the
sensor; we omit details but instead refer the reader to Ei§udor a sketch of how one might use an iPod
Nano as a UID to serial number oracle. As suggested abovéNikeg-iPod Sport Kit appears to use these
UIDs for addressing purposes — after linking, a receivet anly report packets containing the specified
uID.

Automatically Discovering UIDs. Our next step was to use the Nike+iPod receiver to listen éoser
UIDs in an automated fashiomithoutthe iPod Nano. To do this we maodified an iPod female connegtor b
soldering wires from the serial pins on the iPod connectamuioadapter, adjusted the voltage accordingly,
and attached 3.3V power to the power pin. We then plugged aerodified Nike+iPod receiver into our
female connector and replayed the data that we saw comingtfie iPod when the iPod is turned on and
then when the iPod enters link mode. This process causeddbier to start sending packets over the serial
connection to our computer with the identifiers of the br@ating sensors in range. However, because our
computer never responds to the receiver’s packets, thefimdess never ends and the receiver continues to
send to our computer the identifiers of transmitting sensoti power is removed.

Implications. Our observations here immediately imply that the Nike+iBpart Kit may leak private in-
formation about a user’s location. Namely, as is well knowthe context of other devices (like RFIDs and
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discoverable bluetooth devices [26, 27, 46]), if a wireldsgices broadcasts a persistent globally unique
identifier, an attacker with multiple wireless sniffers camrelate the location of that device (and by infer-
ence the user) across different physical spaces and over tim

3.3 Measurements

To understand the implications of our observations in $aci2, we must understand the following prop-
erties of a Nike+iPod sensor: when it transmits; how ofteéraitsmits; the range at which the receiver hears
the sensor’s UID; and the collision behavior of multiple sans. We have already partially addressed some
of these properties, but elaborate on our observations here

When the sensor is still, it is “sleeping” to save battery. atone begins to walk or run with the
sensor in their shoe, the sensor begins transmitting. Ises@ossible to wake up the sensor without putting
it in a shoe. For example, shaking the sensor while still e1gbaled package from the store will cause
it to transmit its UID. Sensors can also be awakened by tgpghiam against a hard surface or shaking
them sharply. Similarly, if a sensor is in the pocket of ongsaits, backpack, or purse, it will occasionally
wake up and start transmitting. Once walking, running, @kstg ceases, the sensor goes to sleep after
approximately ten seconds.

While the sensor is awake and nearby we observed that initsene packet every second (containing
the UID). When the sensor is more distant or around a cormerateiver heard packets intermittently, but
still on second intervals. When multiple sensors are awaer one another some packets get corrupted
(their checksums do not match). As the number of awake semscrease so does the number of corrupt
packets. However, our tests with seven sensors indicatetkteiver still hears every sensor UID at least
once in a ten second window. During our experiments with tihleNPod sensors we observed approx-
imately a 10 meter range indoors and a 10—-20 meter range @std&ensors are also detectable while
moving quickly. Running by a receiver at approximately 10Hjfhe sensor is reliably received. Driving
by someone walking with a sensor in their shoe, the sensdreagliably detected at 30 MPH. We have not
tested faster speeds.

3.4 Instrumenting Attacks

Section 3.2 shows that it is possible for an adversary taeki Nike+iPod sensor's UIDs from sniffed
radio transmissions, and Section 3.3 qualifies the circamests under which the receiver might be able to
sniff those transmissions. These results already enalitecosiclude that, despite broad awareness about the
trackability concerns with unique identifiers in other teclogies (e..g, RFIDs, discoverable bluetooth), new
commercial products are still entering the market withawt strong protection mechanisms for ensuring
users’ location privacy.

We now seek to explore just how easy — in terms of cost and teghsophistication — it might be for
an adversary to exploit the Nike+iPod Sport Kit's lack ofdtion privacy protection and, at the same time,
to explore the types of applications that an adversary nfigitd. For example, one application that we built
is a GoogleMaps-based system that pools data from multifdeHPod sniffers and displays the resulting
tracking information on a map in real-time. When assesdiegeise with which an attacker might be able
to implement a Nike+iPod-based surveillance system, itaglwnoting that the attacker may not need to
write source code him or herself, but may instead download#tessary software from somewhere on the
Internet. We built the following components and systems:

e Receiver to USB Adaptor.We created a compact USB receiver module for connecting ikeHNPod
receiver to a computer via USB. Our module does not requiyenaodification to the Nike+iPod re-
ceiver; see Figure 7, and consists of a female iPod conng2pand a serial-to-USB board utilizing
the FTDI FT2232C chipset [14]. We connected the serial pims@ower pins of the iPod connector to
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the appropriate pins of the FT2232C board. When this moduemnnected to a computer, the receiver
is then powered and a USB serial port is made available forsoftware to communicate with the
receiver. With the receiver attached, this package is apaiely 3cm x 3cm x 2cm.

We also created a windows serial communications tool fagrfating with the Nike+iPod Re-
ceiver using our adapter. Our tool can detect the UIDs oftnebitke+iPod sensors and transmit those
UID readings, a timestamp, and latitude and longitude infdion to a back-end SQL server for post-
processing; the latitude and longitude are currently setually. Optionally, when a sensor is detected,
this application can take photographs with a USB camera afmhd those photographs to the SQL
server along with the UID information. This application cso SMS or email sensor information to
pre-specified phone numbers or email addresses.

e Gumstixs. We also implemented a cheap Nike+iPod surveillance desgoguhe Linux-based gum-
stix computers. This module consists of an unmodified $2@MNiRod receiver, a $109 gumstix connex
200xm motherboard, a $79 wifistix, a $27.50 gumstix breakoard, and a $2.95 female iPod connec-
tor. The Nike+iPod receiver is connected directly to the gtixis serial port, thereby eliminating the
need for our serial-to-USB adaptor. The assembled paclka8em x 2.1cm x 1.3cm and weighs 1.1
ounces; see Figure 3.

Our gumstix-based module runs a 280 line C program that comuaies with the Nike+iPod re-
ceiver over a serial port and that uses the wifistix 802.1&less module to wirelessly transmit real-time
surveillance data to a centralized back-end server. Théineareporting capability allows the gumstix
module to be part of a larger real-time surveillance systéan adversary does not need this real-time
capability, then the adversary can reduce the cost of thtutedoy omitting the wifistix.

e A Distributed Surveillance System. To illustrate the power of aggregating sensor informatiamf
multiple physical locations, we created a GoogleMaps-thageb application. Our web application
uses and displays the sensor event data uploaded to a ce@tcaserver from multiple data sources.
The data sources may be our serial communication tool orwusgx application.

In real-time mode, sensors’ UIDs are overlayed on a GoogpsMaap at the location the sensor
is seen. When the sensor is no longer present at that loc#tietJID disappears. Optionally, digital
pictures taken by a laptop when the sensor is first seen candniayged instead of the UID. In history
mode, the web application allows the user to select a tinmegpd show all sensors recorded in that
timespan. For example, one could select the timespan betamn and 6pm on a given day; all sensors
seen that afternoon will be overlayed on the map at the apptegocation.

This application would allow many individuals to track p&opf interest. An attacker might also
use this tool to establish patterns of presence. If manglata with receivers cooperated, this software
and website would allow the tracking and correlation of mpegple with Nike+iPod sensors. Among
the related research, demonstration, and commercialdatietand 802.11 wireless-based tracking
systems (e.g., [6, 8, 10, 17, 32, 38, 40]), we are unaware fo#tmer location-based surveillance
system that goes as far as plotting subjects’ locations oamimreal-time.

We also developed two other surveillance devices — one wisels a third-generation iPod and iPod Linux
to detect nearby Nike+iPod sensors, and the other of whieh asecond-generation Intel Mote (iMote2)
to detect nearby Nike+iPod sensors and beams the recoridedhation to a paired Microsoft SPOT watch
via bluetooth. For brevity, and since the above applicatiprovide a survey of the applications that we
developed, we omit discussion of our iPod Linux- and iMabe&ed applications here.

3.5 Privacy-Preserving Alternatives

Our results show that, despite public awareness of the it@poe of location privacy and untrackability,
major new products are still being introduced without sir@mivacy guards. We consider this situation
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unfortunate since in many cases it is technically posstgnificantly improve consumer privacy.

Exploiting (Largely) Static Associations. Consider the typical usage scenario for the Nike+iPod Sfirt

In the common case, we expect that once a user purchases-&ikeSport Kit, he or she will rarely use
the sensor from that kit with the receiver from a differertt Kihis means that the sensor and the receiver
could have been pre-programmed at the factory with a shardtcryptographic key. By having the sensor
encrypt each broadcast message with this shared key, tlez-iRid designers could have addressed most
of our privacy concerns about the Nike+iPod applicationtqguol; there may still be information leakage
through the underlying radio hardware, which would havedalbalt with separately. If the manufacturer
decides a sensor from one kit should be used with the receomra separate kit, then several options still
remain. For example, under the assumption that one will cargly want to use a sensor from one kit with
a receiver from another, the cryptographic key could betgnribn the backs of the sensors, and a user could
manually enter that key into their iPods or computers befisiag that new sensor. Alternately, the sensor
could have a special button on it that, when pressed, calussgnsor to actually broadcasts a cryptographic
key for some short duration of time.

Un-Sniffable Unique Identifiers. Assume now that both the sensor and the receiver in a Nike+t8port

Kit are preprogrammed with the same shared 128-bit crypfgc keyK. One design approach would
be for the sensor to pre-generate a new pseudorandom 128Hnit X during the one-second idle time
between broadcasts. Although the sensor could gen&raising physical processes, we suggest generating
X by using AES in CTR mode with a second, non-shared 128-bit k&y/3<’. Also during this one-second
idle time between broadcast, the sensor could pre-genaraggstreamS using AES in CTR mode, this
time with the initial counterX and the shared ke¥. Finally, when the sensor wishes to send a message
M to the corresponding receiver, the sensor would actuafig #iee pair( X, M @ S), where “©” denotes

the exclusive-or operation. Upon receiving a messageY’), the receiver would re-generatefrom X

and the shared keX, recoverM asY @ S, and then accept/ as coming from the paired sensorif
contains the desired UID. This construction shares comiitgneith the randomized hash lock protocol
for anonymous authorization [44] in which an RFID tag reagest try all tag keys in order to determine
the identity of an RFID tag; in our case a receiver must attetmmecrypt all received messages, even
when the messages are intended for other receivers. Whdeather straightforward to argue that this
construction provides privacy at the application leveliagiapassive adversaries (by leveraging Belleire
al.’s [4] provable security results for CTR mode encryptione do acknowledge that this construction
may not fully provide all desired target security propertegainst active adversaries. Furthermore, we
acknowledge that there are ways of optimizing the approatined above, and that the above approach
may affect the battery life, manufacturing costs, and usalof the Nike+iPod Sport Kit.

Use an On-Off Switch. One natural question to ask is whether a sufficient privacgegtion mechanism
might simply be to place on-off switches directly on all melpersonal devices, like the Nike+iPod Sport
Kit sensors. Unfortunately, this approach by itself wilkpootect consumers’ privacy while the devices are
in operation. Additionally, we believe that it is unredlisto assume that most users will actually turn their
devices off when not in use, especially as the number of sacdopal devices increases over time.

3.6 Challenges

While the above discussion clearly shows that it is posgibkgnificantly improve upon the privacy prop-
erties of the current Nike+iPod Sport Kits, from a broaderspective the solutions advocated above are
somewhat unsatisfying. For example, how does one genettiiéizabove recommendations (or derive new
recommendations) for wireless devices that do not havellasgatic pairings, such as commercial 802.11
wireless hot spots or the dynamic peer-to-peer pairingseoZune, where one may wish to allow fmt hoc
network formations but still restrict access to only auident devices? And how does one reduce the extra
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costs (e.g., battery lifetime, packet size, the need toygegackets intended to other parties), to environ-
ments that cannot afford the extra resource requiremeifits® Wwish to provide a strong level of location
privacy for future UbiComp devices, we need to develop meigmas for handling such broad classes of
situations.

The challenge, therefore, is to provide anonymous comnatioits for wireless devices in more diverse
and potentiallyad hocenvironments. This challenge is not unique to us — indedgrethave also consid-
ered this problem in other restricted contexts [16, 21, 34,28, 34, 46] — but bears repeating given the
potential complexities; e.g., while we have focused th&désion on unique identifiers, which by them-
selves are not trivial to address, application charadtesignd other side channel information, which can
survive encryption (e.g., Section 2 and [31, 47, 48]), miglktlitate the tracking and identification of indi-
viduals.

4 Zunes: Challenges with ManagingAd Hoc Mobile Social Interactions

The Microsoft Zune portable media player is one of the firgtglle media devices to include wireless
capability for the purpose of sharing media. Zune ownersecdar a coffee shop, turn on their Zune, and
discover nearby Zunes. Once a nearby Zune is discoverer§ cae send music or photos to the nearby
Zune. Discovery and sharing are meant to facilitate sonigraction; hence the Zune slogan: “Welcome
to the Social.” Like the Nike+iPod Sport Kit and SlingboxgtAune represents a gadget pioneering a new
application space and represents a central example of mdrdlass of UbiComp devices geared toward
catalyzing new social interactions. However, we demotesttat there are challenges with protecting users’
privacy and safety while simultaneously providing ad homownications with strangers.

4.1 Zune Description

We focus this description on how the Zune media player allogsexs to control their social interactions.
Consider a scenario consisting of two users, Alice and Bol,assume that Alice and Bob respectively
name their Zunes AliceZune and BobZune; Alice and Bob chdosge names when they configure their
Zune. If Bob wishes to utilize the Zune social system, to ske’'svaround, he would first use the Zune
interface to navigate to the “community — nearby devicestimédie will then see the names of all discover-
able nearby Zunes and, depending on the options chosen bwtiers of the other Zunes, the names of the
songs that his neighbors are listening to or their statenefilusy). If Bob wishes to share a song or picture
with his neighbors, he must first select the song or pictutkthan select the “send” option. The Zune will
then show Bob the names of nearby Zunes, and Bob can thenlsesdrig or picture to a neighbor of his
choosing, in this case AliceZune. The interface on Alicalm& asks whether Alice wishes to accept a song
from BobZune; no additional information about the song ety is included in the prompt. Alice has two
choices: to accept the content or to not accept the contkAtice accepts the song and later decides that
she would like to prevent Bob from ever sending her a songerfukture, she can navigate to her Zune’s
“community — nearby devices” menu, select BobZune, and sieégrt the “block” option.

4.2 Circumventing the Zune Blocking Mechanism

Microsoft appears to envision a world where Zune owners wasteceive interesting content from people
they have never met before. Of course, these users alsoamasbitd being bothered by people or companies
that send inappropriate or annoying content, hence the'Zhlueking feature. Such a situation is not purely
hypothetical; indeed, there have recently been media tepbout advertisers beaming unsolicited content
to users with discoverable Bluetooth devices [7].
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Unfortunately, we find that a malicious adversary couldwimgent the Zune blocking feature, and we
have verified this in practice. The critical issue revolvesuad how blocking is actually implemented on
the Zunes. When Bob sends a song or image to Alice, Alice isgiaen the option of accepting or denying
the song or image; she is not given the option of blocking émeler. Then, after playing the song or viewing
the image, if Alice wishes to block Bob’s Zune in the futuree snust navigate to the “community — nearby
devices” menu and actively choose to block BobZune.

The crux of the problem is that Alice will not be able to blocklBs Zune if BobZune is no longer
nearby or discoverable.

Disappearing attack Zune. A simple method to circumvent the Zune block feature is,radfeaming an
inappropriate image, to turn the wireless on the origirgpinine off. Since Alice may remember the name
of Bob’s Zune, and thereby simply deny messages from Bobztuttee future, Bob can change the name
of his Zune before trying to beam Alice additional contentsd before beaming Alice the inappropriate
content in the first place, Bob could scan his nearby commuinitd a nearby Zune named CharlieZune,
and then name his Zune CharlieZune. If Bob sends inappteptiantent to Alice and then turns off his
wireless, he might trick Alice into blocking the real Cha#une.

Fake MAC addresses.Upon further investigation, we find that the Zune neighbacdvery process and
blocking mechanism is based on 802.11 probe-responses Adddddresses. Bob could therefore use a
Linux laptop to fool Alice into thinking that she has blockBdbZune when in fact she has not; unlike the
observation in the previous paragraph, our attack heressar&n when there are no other nearby Zunes.

Building on the scenario above, where Bob sends inapptepcantent to Alice, disables his Zune’s
wireless, and changes his Zune’s name. Suppose Alice doéikenthe content she received from Bob and
navigates to the nearby list on her Zune. Bob can use hisddapteend out Zune 802.11 probe-responses
with the same name that his Zune was using but with a diffe&hC address. Alice will then see the
previous name of Bob’s Zune in her nearby list and select liekicommand. It will now appear to Alice
that she has blocked Bob’s Zune. Conversely, what has ctuadurred is Alice has blocked a different
MAC address. The next time Bob enables his Zune’s wireledsatiempts to send inappropriate content
to Alice, it will appear to Alice that Bob is sending contertrh a third BobZune that Alice has never seen
before. We have implemented a C application for Linux thasuthe MadWiFi drivers and an Atheros
Chipset-based wireless card to listen to 802.11 probeestguirom Zunes and send a Zune probe-response
with whatever name and MAC address the user desires.

Post-blocking privacy. Lastly, even when the blocking mechanism is used succégsfudnly stops Alice
from receiving new content pushes from BobZune; the malgigser, Bob, can still detect Alice’s presence
unless she turns off her Zune’s wireless capability all toge this has the negative side effect of preventing
Alice from sharing any media at all if she doesn’t want to beedible by Bob.

4.3 Improving User Control

Perhaps the most natural method for protecting against sosblicited content is to adopt what is now
common practice in other social applications, such asnhstessaging: create a “buddy list” and only
accept connections from known buddies. One might populeebtiddy list using some interactions that
require two Zunes to be in close proximity [2]. Such a budgy i, however, in direct conflict with the
Zune's intended goal of initiatingd hocinteractions with total strangers.

Therefore, the goal is to improve the resistance of the Zlmekimg mechanisms to attacks like those
we present above. One simple solution to Bob’s blockinguairgention is to record which Zune sent the
specific media and allow the user to block senderof media even if they are not currently nearby and
active. We note, however, that there are some subtletietteamust consider. For example, since the
Zune blocking mechanism described above seems to be bashd dune’s MAC address (recall that our
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C program in Section 4.2 created 802.11 probe-responsésfavged MAC addresses to trick the Zune
blocking feature) Bob might still be able to circumvent thigoroved blocking mechanism by mounting
a MAC-rewriting man-in-the-middle attack between his Zamel Alice’s. Since the Zune’s communicate
using encryption, MAC rewriting of this form will not, howev, be successful if the Zunes’ MAC addresses
are used as input to the encryption key derivation processhaVe currently not successfully determined
whether or not this is actually the case, but argue belowttiemuse of MAC addresses for this purpose
is fundamentally problematic if one also wishes to proteftirmation about a user’s presence to outsiders
(recall Section 3).

4.4 Challenges

While there has been significant research on providing obotrer private information in social networks
in ubiquitous social applications, much of the work focusesituations with hierarchical or other complex
relationships, such as boss/spouse/friend or buddie®nddies [22]. While there is still much work to be
done in this space, the Zunes suggest another scenario ¢h atiey target application is to share content
with strangers. Blocking individuals in such a scenario barvery challenging when users have complete
control over the information that their devices presentthers.

When all the devices are homogeneous and incorporate aeseaxgware module, one possibility is to
let that secure hardware control what information is shavitkl the user and other devices, and to ensure
that some information (such as a unique identifier) is notatnlet by the user. The secure hardware might
then use this non-mutable information to control blocki@pupled with the discussion in Section 3, one
must ensure that these unique identifiers do not revealtprimformation about a user’'s presence. For
example, this unique identifier should not be an 802.11 MA@resk, which the Zunes currently appear
to use for blocking purposes. While there might be appraadheaddressing this problem in the case of
homogeneous devices with secure hardware from the samefacturer (e.g., restricted behavior on the
secure hardware and symmetric key agreement using thereld anonymous public keys [3] signed
using a group signature scheme [9]), solving this problenth@a case of a heterogeneous environment
appears to be a challenge.

5 Conclusions

We technically explore privacy and security propertiesesMesal commercial UbiComp products. We find
that despite research and public awareness, these pratiucts provide strong levels of privacy protection
and do not put the user in control of their private informatio

Our analysis of the encrypted Slingbox stream suggestdrr@mission characteristics from variable
data rate encoding can cause information leakage even wiodnasstream is encrypted. This puts users
privacy at risk because one might assume encryption is éntauthwart an eavesdropper from learning
what media one is watching. Our first attempt at recognizimyies via their variable throughput in a 26
movie database yielded an overall accuracy of approximé&o for the best match and 73% for ranking in
the top 5 matches when a 10 minute query trace was used, and¥89% respectively when a 40 minute
query trace was used; which compared with the 4% and 21%atbaglg that one can expect with random
guessing, shows much information leakage. For certain @samir accuracy rates are significantly higher;
for example, for 15 out of our 26 movies, a 40-minute quergdraill match with the correct movie over
98% of the time. When a variable data rate encoding is usednteit provider could potentially increase
this accuracy by using a throughput-based watermarkingrmseh

Persistent identifiers in the Nike+iPod Sport Kit and Zungepbally reveal presence. In the Nike+iPod
case, we demonstrate how a tracking system can be built tsinfjlike+iPod Sport Kit sensors and re-
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ceivers. We argue that these persistent identifiers shaitldenused in future devices and should instead be
replaced with other privacy preserving mechanisms.

Finally, our evaluation of the Zune blocking scheme shovas &m interface design choice coupled with
a technology choice can take control away from the consumeérmpat it in the hands of malicious users.
Together, the results from this paper demonstrate with n@sses of devices come new privacy and security
challenges; privacy must be designed in at all levels of tb&opol stack.
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