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Abstract. With the advent of semantic technology, access control cannot be
done in a safe way unless the access decision takes into account the semantic
relationships between entities in a semantic-aware environment. SBAC model
considers this issue in the decision making process. However, time plays a cru-
cia role in new computing environments which is not supported in this model.
In this paper we introduce temporal semantic based access control model
(TSBAC), as an extension of SBAC model, which enhances the specification of
user-defined authorization rules by constraining time interval and temporal ex-
pression over users history of accesses. A formal semantics for temporal au-
thorizations is provided and conflicting situations (due to the semantic relations
of the SBAC model and a sub-interval relation between authorizations) are in-
vestigated and resolved in our proposed model.

Keywords. Access control, semantic-awareness, temporal authorization, access
history.

1 Introduction

Access control is a mechanism that alows owners of resources to define, manage and
enforce access conditions applicable to each resource [1]. An important requirement,
common to many applications, is related to the temporal dimension of access permis-
sions. In these systems, permissions are granted based on previous authorizations
given to the users of the system in specific time points.

Another critical requirement is the possibility of expressing the semantic relation-
ships that usually exist among different authorization elements, i.e. subjects, objects,
and actions. To overcome this challenge, our model is constructed based on SBAC
model [2] which is a semantic-based access control model. SBAC authorizes users
based on the credentials they offer when requesting an access right. Ontologies are
used for modeling entities along with their semantic interrelations in three domains of
access control, namely subjects domain, objects domain, and actions domain. To
facilitate the propagation of policies in these three domains, different semantic inter-
relations can be reduced to the subsumption relation.

In this paper we propose an access control model characterized by temporal au-
thorizations and based on SBAC model. In the proposed model, atemporal expression
is associated with each authorization, identifying the instants in which the authoriza-
tion applies. Furthermore, a tempora interval bounds the scope of the temporal
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expressions (e.g., [l16] shows that the authorization is valid for time interval starting

at ‘1l and ending at ‘16’). Thus, the main feature provided by our model is the possi-
bility of specifying authorization rules which express tempora dependencies among
authorizations. These rules allow derivation of new authorizations based on the pres-
ence or absence of other authorizationsin specific past time instants (stored in History
Base in the form of a “time point” and an authorization tuple(s,o,ira)). By using au-
thorization rules, many protection requirements can be specified. For example, to
specify that a user has an authorization as long as another user has this authorization;
or that a user should receive the authorization to access an object in certain periods,
only if nobody else was ever authorized to access the same object in any instant
within those periods.

Besides proposing a basic set of operators to specify temporal dependencies, we in-
troduce a formalism to concisely express various types of dependencies. For example,
a single statement can specify that a user can read all the files that another user can
read, in a specific timeinterval.

A formal semanticsis defined for temporal authorizations. The subject of Tempo-
ral Authorization Base (TAB) administration (by using addRule and dropRule) and
the conflict situations are investigated and resolved.

The rest of this paper is as follows: Section 2 gives a brief introduction of the
SBAC model and describes the model of time used throughout our work. In section 3,
we represent our authorization rules in detail and offer the forma semantics of them.
We also briefly describe the administration of the authorization base and conflict
resolution in access decision point. Section 4 describes the related works on this topic
and finally, in section 5, we conclude the paper.

2 Preliminaries

In this section we give a brief introduction of SBAC model, proposed by Javanmardi
et al. [2], and introduce our model of time.

2.1 Introduction to SBAC

Fundamentally, SBAC consists of three basic components: Ontology Base, Authoriza-
tion Base and Operations. Ontology Base is a set of ontologies: Subjects-Ontology
(SO), Objects—Ontology (OO) and Actions-Ontology (AO).

By modeling the access control domains using ontologies, SBAC aims at consider-
ing semantic relationships in different levels of ontology to perform inferences to
make decision about an access request. Authorization Base is a set of authorization
rules in form of (S,O,ia) in which s is an entity in SO, o is an entity defined in OO,
and a is an action defined in AO. In other words, a rule determines whether a subject
which presents a credential s can have the access right a on object o or not.

The main feature of the model is reduction of semantic relationships in ontologies
to subsumption relation. Given two concepts C and D and a knowledge baseX,
C < D denotes that D subsumes C inX . This reasoning based on subsumption proves
that D (the subsumer) is more general than C (the subsumee).
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By reducing all semantic relationships to the subsumption, the following propaga
tion rules are enough.

— Propagation in subjects domain: given (s;,o,+a), if s, <s; then(sj,o,ia) :

— Propagation in objects domain: given(s,o;,xa) , if o; <o then(s,oj,ia) .
— Propagation in actions domain:

o Given(s,o,+q;), if a;<a then(s,0,+aj) )

° Given(s,o,—aj), if a;<a; then(s,0,—a;) .

2.2 Mode of Time

We assume a discrete model of time. In the database community a chronon usually
identifies the smallest indivisible unit of time [3]. We can take a chronon as our time
unit in this paper. On this basis, our model of time is isomorphic to the natural num-
bers 1 with the total order relation <.

It is worthwhile to note that, we suppose that the response time of the access con-
trol system is trivial and thus we ignore the time duration required by the system to
check whether a requested access is granted or denied. This assumption allows us to
take an access request time as the access time recorded in the history.

3 Temporal Semantic Based Access Control Model

In this section we introduce our authorization model, Tempora Semantic base Access
Control model (TSBAC), which is an extension of SBAC model. In our model, we
extend the basic authorization model in two directions: adding authorization valida-
tion time interval, and associating atemporal expression over a history base.

3.1 Temporal Authorization Rules

In our model we consider a temporal constraint to be associated with each authoriza-
tion. This constraint is based on the privileges granted to subjects of the system (on
objects), or access requests denied, in a specific time point in the past. These elements
of history are stored in History Base, in the form of (z,s,0,4+a) and(z,s,0,—a). We

refer to an authorization together with a temporal constraint as a temporal authoriza-
tion rule. A temporal authorization rule is defined as follows.
Definition 1 (Temporal Authorization Rule): A tempora authorization rule is a
triple(ls,.¢, | (s.0.4a).F), wheret,e N1, e NU{o} (1,<t,) represents the authoriza-
tion validation time interval, and formula F' is atemporal constraint which is formally
defined asin (1).

F :=true| false| done(s,o,a) |denied(s,0,a) |

\F|FAF|FVF|F—>F|F<F| (1)

prev(F)|pasl#(F) |H(F) | Fsb#F | FabF | FssF | FduringF’
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Temporal authorization rule ([ts,tf],(s,o,ia),p) states that subject s is allowed (or
not allowed) to exercise access a on object o in the interval [,,¢, |, including time
instants 7, and #; in the case that F is eval uated to true.

Definition 2 (Temporal Authorization Base (TAB)): A tempora authorization base
(TAB) isaset of temporal authorization rulesin the form of ([¢,7,},(s,0,2a),F) .

Definition 3 (History Base): A History Base is a set of authorizations and time
points, in the form of (7,5,0,+a) which means access a has been granted to subject s
on object o at time point 7, and(z,s,0,—a) Which means the system has denied access a
on object o at time point ¢ requested by subject s.

Definition 4 (Valid Authorization): an authorization (s,04a) isvalid at time 7 if one
of the following situations occurred:

1. At time 7, a temporal authorization rule (.2, }(s,0,2a),F) with 1, <t<t, existsin

TAB and F'is evaluated to true based on the elements exist in History Base (in sec-
tion 3.2 we define function f for performing such an evaluation),
2. There exists a temporal authorization rule ([1,7,}(s",0"#d’),F) in TAB with

4 <t<t, in which F is evaluated to true, and (s,0’,+a’) is derived from (s,0%a)
following the inference rules of SBAC.

The intuitive meaning of temporal authorization rules is as follows. In these state-
ments auth is representative of (S,o,i'a) .

- ([ts,tf},auth,tme) : Authorization auth is always valid ininterval [ z,,z/ |.

- ([ts,tf],auth,ﬁzlse) - Authorization auth is adways invalid.

-~ ([ts,tf],auth,done(s,o,a)): Authorization auth is valid in al time instants 7, in
interval |¢,,7,] inwhich done (s,0,a) is evaluated to true.

—~ ([ts,tf],auth,denied(s,o,a)): Authorization auth is valid in al time instants 7, in
interval [ 1.t | inwhich denied (s ,0,a) is evaluated to true.

- ([ts,tf],auth,!F): Authorization auth is valid for each time instant 7 in interval
(5,7 | inwhich Fis not evaluated to true.

- ([ts,tf],auth,Fi /\FZ)Z Authorization auth is valid for each time instant 7 in the
interval [ts,th in which F, and F, are both evaluated to true.

- ([ts,tf],auth,lq sz): Authorization auth is valid for each time instant 7 in the

interval [rs,r fJ in which F, or F, or both of them are eval uated to true.



A Tempora Semantic-Based Access Control Model 563

([ts,tf],auth,Fl—>Fz): Authorization auth is valid for each time instant 7 in the
interval [rs,rf] in which if F, is evaluated to true, then F, is a'so evaluated to true.

([ts,tf],auth,Fl HFZ) . Authorization auth is valid for each time instant 7 in the
interval |r,,,] inwhich F; is evaluated to true if and only if F, is evaluated to true.

([rs,tf],auth,prev(F)): Authorization auth is valid at the time of request (¢) in
interval [ts,t fJ if F isevaluated to true at the previous moment (¢-1).
([ts,tf],auth,past#(F)) . Authorization auth is valid at the time of request (¢) in
interval [ 1,z | if Fisevaluated to true, at least # times from 1, till 7.
([ts,tf],auth,H(F)) . Authorization auth is valid at the time of request (7) in inter-
va [ts,th if Fisevaluated to truein al time instants from ¢ till .
([rs,tf],aurh,Flsb#Fz) . Authorization auth is valid at the time of request (7) in

interval [rs,r fJ if F; isevaluated to true, at least # times before the last occurrence
of Fy, ininterval [ 7.,z ] .
([ts,tf],auth,FlabFz): Authorization auth is valid at the time of request (7) in the

interval [ts,tf] if F, is evaluated to true in# (z, < <t), then there exist a time
point ¢” (¢ <¢”<t), inwhich F, is evaluated to true.

([ts,tf],auth,FiSSFz) : Authorization auth is valid at the time of request (¢) in inter-
va [rs,th if F;isevaluated to true in all the time points from the first occurrence
of Fyininterval [#,z].

([ts,t f],auth,ﬂdurz'nng) . Authorization auth is valid at the time of request (7) in
interval [rs,zf] if F, is not true before the first, or after the last time instant in

which F, istrue.

Another convention that could be useful here is the notion of parametric authoriza-

tion rules. A parametric authorization rule is an authorization rule where keyword all
appears for subjects, objects, or access rights in the authorizations. Keyword all is a
parameter which denotes any subject, object, or access right depending on its position
in the authorization.

3.2 Formal Semantics

To formalize the semantics of temporal authorization rules, we first define an evalua-
tion function f. This function evaluates the predicate F' of temporal authorization rules
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at atime point ¢ and based on the elements stored in History Base. Function f'is de-
fined asin (2).

F is defined as in (1);

we define an interpretation of function f as follows:
true if (t,s,o,+a)e HB

f(t’done(s'o’a)): false if (t,5,0,+a)¢ HB

true l'f(t,s,o,—a)e HB

f(t’de”ied(s’o’a)): false if (t,5,0,~a)¢ HB

f(l true) = true; f(t,false) false; f(t )— —|f(t F)
f (. AAF)=f (t.R)Af (t,F,); f RV E)=f(t.R)Vf(t.F);
f(t.F > F)=f (t,F)=f (t.F); f(t.prev (F))=f (t =LF);
fLR e R)=(f(tR) - f(LF)A(f(tF)- f(tR));
[ (tpast #(F)) =3, .1, <t, é(f (1, F))
f(t.H(F))=V1; <t, f(t;,F)
[ (t,Fsb#F,) =31, <t, 3t; ,.t;, <ty f(tZ,Fz)/\Zz\lf (t,-k ,Fl)

f(t.FabFy) =3 <t,f (t,F7) | > [ Btp, 1 <to St Af (t2.F) ]
[ (6. FssFp) =Nty <t,(f (t9,F5) = Vi, 13 <t; <t = f (17, 7))
I mins tmin SEAS Ein F2) A(=Tty 1, <tiin AS ( F2)) A
e tmax <t AS (tmax:F2) A (=31, s tmax <ty AL (ty )

[Vinti <t > (f (1, F) > tmin <t <) |

f (t ,FduringF,) =

)

Note that a temporal authorization rule can be removed from TAB and therefore
not be applicable anymore. For formalizing this issue, we associate with each tempo-
ral authorization rule the time ¢, at which it is removed. Note that time 7, is not a con-
stant and it is not known from the former. We use it as shorthand for expressing the
point, up to which, atemporal authorization ruleis applicable.

By the definition of evaluation function f and by the assumption described above,

the semantics of authorization rules are in (3). In the following, gmnt(t,(s,o,a)) de-
notes subject s is granted to exercise action a on object o and analogously
deny(t,(s,o,a)) denotes the access request of s for exercising an access a on object o is
denied.

([ts,tf](s,o,+a),F) = Vt(ts <t< min(tf,td —1) /\f(Z,F)) - grant(t,(s,o,a))

(©)
([ts,zf},(s,o,—a),F) N Vl(ts <t< min(tf,td —1) A f(z,F)) — deny(1,(s,0,a))
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3.3 Access Control and Conflict Resolution

The centric security mechanism in each system is an access control system. By re-
ceiving an access request in such a system, we need to make a decision whether to
grant the requested access or deny it. Following the proposed model of temporal au-

thorization in the previous sections, by receiving an access request (5,01,4,) gt time t,
the access control system performs the following steps:

1. Determine the explicit and implicit valid authorization rules in TAB at time ¢ (fol-
lowing the definition of valid authorization rules),

2. Extract the set of valid authorization rules like ([ts,tf],(s,o,ia),F) which match
the accessrequesti.e. s=s,,0=0,,a=a, (wecal thisset, MVA),

3. If there exist just positive valid authorization rule(s) like ([ls,tf],(s,o,+a),F) in
MVA, grant the requested access,

4. If there exist just negative valid authorization rule(s) like ([ts,tf],(s,o,—a),F) in

MVA, deny the access request,

5. If there exist both positive and negative authorization rules in MV A, do conflict
resolution (following the approach described in section 3.4) and follow the result,

6. If there is not any valid authorization rule, which matches the requested access,
follow the default access policy,

7. Record (1,s5,0,+a) in case of the requested access is granted and (7,s,0,—a) in case

of the access request is denied.

In this model, the default access policy might be positive to grant all undetermined
accesses or negative to deny them. The default access policy is determined by the
administrator.

In access control, due to the modal conflicts between the valid matched authoriza-
tion rules (in the set MVA); it is required to have a conflict resolution strategy to
resolve the conflicts. The conflict might be a result of semantic relationships between
the entities (i.e. subjects, objects, and actions) and applying the inference rules of

SBAC model, or the sub-interval relation between authorizations (i.e. |:t52’[f2 ] isa

sub-interval of [l‘sl,t fl] ).

The model supports two predefined strategies for conflict resolution; negative au-
thorization rule takes precedence (NTP) strategy, and positive authorization rule takes
precedence (PTP) strategy. Similar to default access policy, the conflict resolution
strategy is determined by the administrator.

3.4 Temporal Authorization Base Administration

Authorization rules can be changed upon the execution of administrative operations.
In this paper, we consider a centralized policy for administration of authorizations
where administrative operations can be executed only by the administrator.
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Administrative operations alow the administrator to add, remove, or modify (a
remove operation followed by an add operation) temporal authorizations rules. Each
temporal authorization rule in the TAB is identified by a unique label assigned by the
system at the time of its insertion. The label allows the administrator to refer to a
specific temporal authorization rule upon execution of administrative operations. A
brief description of the administrative operationsis as follows:

— addRule: To add a new temporal authorization rule. When a new rule is inserted, a
label (rule identifier or rid) is assigned by the system.

— dropRule: To drop an existing temporal authorization rule. The operation requires
as argument, the label of the rule to be removed.

4 Related Work

Access control systems for protecting Web resources along with credential based
approaches for authenticating users have been studied in recent years [1]. With the
advent of Semantic Web, new security challenges were imposed to security systems.
Bonatti e al., in[4] have discussed open issues in the area of policy for Semantic Web
community such as important requirements for access control policies. Developing
security annotations to describe security requirements and capabilities of web service
providers and requesting agents have been addressed in [5]. A concept level access
control model which considers some semantic relationships in the level of conceptsin
the object domain is proposed in [6]. The main work on SBAC, which is the basis for
our model, is proposed in [7] by Javanmardi et al.. SBAC is based on OWL ontology
language and considers the semantic relationships in the domains of subjects, objects,
and actions to make decision about an access request.

The first security policy based on past history of events is introduced as Chinese
Wall Security Policy (CWSP) [8]. The objective of CWSP is to prevent information
flows which cause conflict of interest for individual consultants. Execution history
also plays a role in Schneider’s security automata [9] and in the Deeds system of
Edjlali [10]. However, those works focus on collecting a selective history of sensitive
access requests and use this information to constrain further access requests; for in-
stance, network access may be explicitly forbidden after reading certain files. Another
approach which considers the history of control transfers, rather than a history of
sensitive requestsis presented in [11].

In a basic authorization model, an authorization is modeled by atriple(s,o,ia), in-
terpreted as “subject s is authorized to exercise access right a on object o”. Recently,
several extensions to this basic authorization model have been suggested. One of them
is the temporal extension of it which increases the expressive power of the basic au-
thorization model [3, 12-15]. Bertino et al. [12] specification of temporal parameters.
In the model proposed by Bertino et al. in [12], an authorization is specified
as(time,auth), where time=[t,,1,] is a time interval, and auth=(s,0,m, pn,g)is an

authorization. Here, 1, and ¢, represent the start and end times respectively, during
which auth is valid. s represents the subject, o the object, and m the privilege. pn isa
binary parameter indicating whether an authorization is negative or positive, and g
represents the grantor of the authorization. This model also allows operations
WHENEVER, ASLONGAS, WHENEVERNOT, and UNLESS on authorizations. For
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example, WHENEVER can be used to express that a subject s; can gain privilege on
object o whenever another subject s; has the same privilege on o. later Bertino ez al. in
[14] extended the tempora authorization model to support periodic authorization.
They completed their research in [16] by presenting a powerful authorization mecha-
nism that provides support for: (1) periodic authorizations (both positive and nega-
tive), that is, authorizations that hold only in specific periods of time; (2) user-defined
deductive tempora rules, by which new authorizations can be derived from those
explicitly specified; (3) ahierarchical organization of subjects and objects, supporting
a more adequate representation of their semantics. From the authorizations explicitly
specified, additional authorizations are automatically derived by the system based on
the defined hierarchies.

5 Conclusions

In this paper, we presented TSBAC as an access control model that considers tempo-
ral aspects of access authorizations in semantic-aware environments like semantic
web. The proposed model is an extension of SBAC model, which takes into account
the semantic relationships in different levels of subjects, objects, and actions ontolo-
gies to perform inferences to make decision about an access request.

TSBAC adds two new elements to SBAC authorization model; temporal intervals
of validity, and temporal expression over the history of accesses. This allows us to
specify temporal dependencies between authorizations, in specific periods of time.
The model isformally defined and its semanticsis presented in this paper.
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